
Towards Closing the Performance Gap for Cryptographic Kernels 
Between CPUs and Specialized Hardware

I. MOTIVATION & BACKGROUND

Naifeng Zhang Sophia Fu Franz Franchetti

Data Security Comes at a High Cost Operations with Large Integer Arithmetic State-of-the-Art Solutions

II. APPROACH: SCALAR & SIMD
Part I: Modular Arithmetic Part II: Double-Word Arithmetic Part III: Single Instruction, Multiple Data 

III. APPROACH: MULTI-WORD EXTENSION (MQX) 

IV. RESULTS

Instruction I: SIMD Addition with Carry Instruction II: SIMD Subtraction with Borrow Instruction III: SIMD Widening Multiplication

Kernel I: BLAS Operations Kernel II: Number Theoretic Transform Speed-of-Light Analysis

Code available at github.com/naifeng/benchntt
Reach us at naifengz@cmu.edu

MQX ENABLES CPUS TO APPROACH ASIC-LEVEL PERFORMANCE

Q: HOW TO NARROW THE PERFORMANCE GAP?
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